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AN ELECTRONIC FORMAT FOR DATA 
EXCHANGE BETWEEN RAW-MATERIAL 
SUPPLIERS AND END USERS ENABLING 
SUPERIOR KNOWLEDGE MANAGEMENT 
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Cenk Undey

This article presents a standard format for electronic-
data exchange between suppliers and end users in 
order to encourage superior knowledge management.

Abstract

Transferring data in electronic format between suppliers 
and end users greatly facilitates information exchange 
and enhances information usability. This article documents 
a standard format for electronic-data (eData) exchange 
between suppliers and end users. Initially, eData will operate 
with information available in Certificates of Analysis (CoA) or 
Certificates of Conformance (CoC), though it can be extended to 
handle in-process information from the supplier and its incoming 
raw materials, as appropriate. This information can complement 
information gathered using spectral inspection technology (such 
as near-infrared (NIR) and Raman) or key geometric or physical 
attributes (such as material strength). Exchanged information 
can be used to examine the impact of variability on process 
performance and product quality using multivariate analysis 
(MVA). However, the eData model is not initially intended as a 
replacement for formal CoA/CoC information. The project’s long-
term goals include developing predictive models for adaptive 
process control, implementation of process analytical technology 
(PAT), better specification development, and control of raw-
material variation at the supplier. These advances will take place 
in multiple stages and affect multiple knowledge elements by 
effectively employing big data capture and analytics.

Introduction

It has long been recognized that raw materials (RMs) are an 
unpredictable variable that can affect process performance and 
product quality in pharmaceutical manufacturing. The definition of 
RM in the biopharmaceutical industry can be very broad and may 
include materials used in drug substance (DS) manufacturing, 
such as media, buffers, disposables, resins, and filters; excipients 
used in drug products (DP); as well as primary containers, such 
as syringes, vials, cappers, and stoppers.1−2 Due to the complex 
nature of DS manufacturing, many media components, notably 
complex additives such as soy hydrolysate, pose variability 
challenges to cell-culture processes. Understanding relevant 
variability risks is crucial for optimal processing. The presence 
of particles, bioburden, and residual metals can result in 
rework, rejection, or quality investigations.3−7 Primary container 
surfaces, air-liquid interfaces, and lubricants can mediate 
protein denaturation. Leachable plastics and latex rubber may 
contaminate a product by forming adducts with product materials, 
causing allergic reactions and immunogenicity.8 

These are just a few of many examples, highlighting the fact that 
variability among RMs is a pressing concern. Thus, understanding 
and controlling variations among RMs is critical to protecting the 
robustness of biopharmaceutical processing and product quality. 
As processes become better understood and better controlled, 
the residual impact of RM variation will become more pronounced. 
This is a common concern across the whole pharmaceutical 
industry1, 9 and the principles described in this paper are therefore 
broadly applicable.

There are several causes of RM variability: RMs can be derived 
from natural products, which makes them susceptible to 
seasonal as well as natural and man-made environmental 
changes. Variability among starting materials, in equipment used 
for manufacturing certain RMs, in the environment during the 
manufacturing process, or on the manufacturing site and among 
its personnel, can have an impact on material properties—even 
batch to batch within the same supplier. Additionally, unexplained 
variations in physical and chemical properties can also provoke 
some of the manufacturing problems that emerge unpredictably 
throughout the life cycle of a DP.9,12

To minimize and control the risk from RMs, therefore, it is necessary 
to identify and understand the sources of RM variability.

Sourcing Transparency
Supply-chain transparency is vitally important in an age of 
increasing globalization. The parties representing each link of the 
supply chain need to be open about, and appreciative of, their 
roles. A pharmaceutical company must be knowledgeable about 
their RM suppliers—offering information traceable through each 
level of sub-suppliers, as far as is necessary. This knowledge 
background is important to both ensuring supply continuity in the 
event of a local disaster and supply-chain integrity in the event of 
a deliberate attempt at adulteration. 

Change Management
Transparency leads to increased predictability. For example, 
information about changes introduced to a material or conversion 
process helps predict which changes will occur in downstream 
manufacturing. Communicating such changes clearly allows for 
manufacturers to understand and control potential downstream 
impacts.
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Material and Supplier Qualification
Current RM qualification practices require confirmation of identity 
for each batch of RMs on receipt, obliging the supplier to provide 
a Certificate of Quality or equivalent documentation. In addition, 
the supplier must pass audits of its facilities, provide analytical 
results that are confirmed reliable, and deliver a sampling plan for 
each incoming material.1

A common risk-mitigation practice for RMs is to conduct RM 
characterization and improve RM specifications beyond what 
is required according to applicable compendiums. In order to 
identify critical quality attributes of a material, we deploy RM risk-
assessment tools, such as failure mode and effects analysis, 
which help predict the relationship between RM attributes and 
performance. Variability within specification can still affect product 
quality or processing performance; if a material or the process 
itself is found to be suspicious, the supplier can be asked to help. 
At that stage, additional testing, batch screening, and lot-to-lot 
blending are key procedures, employed either in-house or by the 
supplier.

The pharmaceutical industry is starting to call upon best practices 
initiated by other industries in order to develop a deep and holistic 
technical understanding of key RMs, their manufacture, their use, 
and their common interactions. Such approaches involve detailed 
technical engagement with suppliers, through initiatives such as 
supplier-relationship programs, technical visits, and effective audit 
programs. All these approaches are intended to advance and 
share knowledge, as opposed to ensuring compliance through a 
more traditional audit-style approach.

An important element in advancing knowledge about RM variability 
is the exchange of data between suppliers and users. At the end 
of the chain of data being exchanged, end users (pharmaceutical 
companies) transmitting their findings from variability analyses 
back to suppliers can, in effect, close the loop. Such an approach 
provides a holistic end-to-end map of all variability sources with 
the potential to affect process performance and product quality 

while permitting the implementation of adaptive control strategies 
to minimize the impact of those variables. For example, reporting 
and tracking the content of trace metal ions in cell-culture media 
can be correlated to product-quality attributes and adjusted 
accordingly if a relationship is established. 

We have piloted this concept with success at several suppliers. 
Through the Supplier Relationship Excellence program, we 
implemented an eData exchange using a standardized format. 
We then reviewed data-analysis results with suppliers to identify 
the root causes of RM variations and improve RM consistency, 
thereby enhancing manufacturing performance. This article 
describes and discusses an electronic format for data exchange 
between suppliers and end users. Our objective is to achieve a 
pharmaceutical-industry-wide standard format that benefits both 
suppliers and end users, one made widely available through a 
standards organization such as the American Society for Testing 
and Materials (ASTM) for optimal end-to-end information flow. 
We envision the electronic transmission of CoA/CoC and other 
RM-related data becoming commonplace over the next few 
years. Having a standard will discourage unnecessary duplication 
of effort and lower the activation energy required between RM 
suppliers and users in establishing data exchange for trending 
information and data analysis for studying variability. 

Basic Concept

Raw-material manufacturing processes provide rich data from 
incoming materials, in-process controls, and final-release testing. 
However, it has historically been a challenge to access the whole 
picture. (See Figure 1.) The most commonly used/available data is 
provided in the CoA/CoC, which offers only a small portion of the 
comprehensive data set fully describing the RM. Additional data 
sets depend on the materials. They may include QC RM release 
data, in-process data (i.e., in-process testing results, control data, 
or process-monitoring data), data from tier 2 or tier 3 suppliers, 
spectral data, dimensional and functionality data, as well as 
additional information. Compared to these, CoA/CoC data is 

Figure 1 Example of a raw material data set  
(S-1 Data: 2nd tier supplier; S-2: 3rd tier supplier)

Figure 2 RMIS system design and process flow diagram
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simply the tip of the iceberg. To improve our understanding of RM 
variability, we must understand the iceberg in its entirety, including 
relevant RM-related variables and data ranges appropriate to 
studying variability. Collaboration with suppliers through the 
exchange of key RM data beyond CoA/CoC information provides 
many opportunities to improve our knowledge and understanding 
of specific manufacturing processes. As the first logistical step 
to establishing robust data capture and management systems, 
we have developed a standardized, scalable, and validated Raw 
Material Information System (RMIS).

RMIS was designed to ensure that data is readily retrievable and 
verified in a format easy to analyze. Figure 2 shows an overview 
of the database components and its process flow diagram. As 
a Web-based application, the front end of RMIS is built for data 
exchange with suppliers, who provide information about RMs 

in standard file formats through a secured file transfer protocol 
(sFTP). In addition, the Web application has an on-demand 
upload page and a user administration page (Figure 3a) that 
allows entry of additional data coming from manufacturing sites 
until the transfer of such files can be automated. The RMIS back 
end is a Relational Database Management System, for exporting 
and reporting data through a reporting platform. Figure 3b is 
an example of a tabular report generated by that platform. The 
reporting platform can be used to select RMIS data from the 
database and connect it to data outside of RMIS but still within 
the end user’s data universe, providing additional information 
pertaining to batches and material use, and to engage all parties 
with knowledge-management systems.

Another important step is to define and prioritize the scope of the 
data exchange and the format it will take with suppliers. In general, 
technical information such as prior knowledge and material/
process characterization provides information to identify key 
parameters. RM data to be exchanged electronically may include 
data from CoAs/CoCs and other sources, such as the supplier’s 
manufacturing process and in-process controls. In-process 
controls provide information about operational parameters 
measured in real time as well as process parameters such as 
temperature, moisture, other process set points, and performance 
parameters captured in Batch Records. Additionally, in-process 
controls may also deliver information about product quality 
attributes (such as dimensional and functional measurements) 
and rapid identification data (such as RM spectra generated from 
handheld spectral analyzers). The only limit to the data-exchange 
process is the capability of suppliers to provide data and of end 
users to define what information demands are reasonable and 
meaningful. In order to account for confidentiality and intellectual 
property concerns, we have developed a transformation formula 
and applied it successfully to data retrieved from some suppliers 
without losing key data-distribution characteristics.

To enable automated data transfer and data integrity, certain file 
formats are required, such as Extensible Markup Language (XML) 
and MS Excel files. (The XML format is more flexible than, and 
preferable to, the Excel format. A scheduled process auto-loads 
XML data files into an sFTP folder. Excel-based data files are 
converted to XML format for submission to the auto-load process 
on the RMIS Web server.) These formats allow for system parsing 
and information capture in certain fields and can be applied to 
multiple suppliers and various RMs in a scalable and sustainable 
fashion. The layouts of the XML and Excel files contain fields for 
entry of three major pieces of information: file/doc metadata, 
sample information, and measurement results. (See Figure 4.)
File information includes document version, document date, and 
document time. These values apply to all of the supplier items 
listed in the document:

} Document Version: Document version number for suppliers. 
When the format of this XML document changes, this number 
will increase.

Figure 3 Representative view of RMIS  
(a) Web form; (b) Reporting tool
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} Customer Version: Document version number for customers, 
used by customers who wish to track how this document has 
been processed

} File Contact Email: Email address for any questions related to 
the timing and format of the document

} Data Contact Email: Email address for questions related to 
eData results

} File Generation Date: Date upon which the data file was 
generated

} File Generation Time: Time at which the data file was 
generated (Eastern time)

Each supplier item maps to a supplier batch and contains the 
following elements: 

} Manufacturer Name: Name of the manufacturer of this 
material

} Manufacturer Level: Manufacturing level relative to the 
customer (i.e., direct supplier = 0, supplier’s component 
supplier = 1), with the default setting to direct supplier

} Manufacturing Plant Code: Code for (or name of) the plant at 
which this material was manufactured

} Manufacturing Facility: Code for (or name of) the facility at 
which this material was manufactured

} Container Number

} Product Name

} Part Number

} Lot Manufacture Date: Date 
upon which the lot was 
manufactured

} Lot Expiration Date

} Lot Number

} Parent Manufacturer Name: 
If Manufacturer Level > 0 
(indicating a position other 
than a direct manufacturer), 
this is the Manufacturer 
Name in which this material 
was actually manufactured.

} Parent Lot Number: If 
Manufacturer Level > 0 
(indicating a position other 
than a direct manufacturer), 
this is the Lot Number of 
the material at the parent 
manufacturer.

Each measurement result 
maps to a Supplier Batch result 
or analysis and contains the 
following elements:

} Short Name: Short name for test/assay

} Long Description: Long description of test/assay

} Measurement Component: Used for multi-component 
materials to differentiate between similar tests on different 
components

} Measurement Attribute: Test result or attribute of a material or 
component (such as pH, purity, or outside diameter)

} Measurement Variable: Variable measured to differentiate 
between multiple variables measured according to the same 
attribute (such as minimum, maximum, or mean)

} Unit of Measure

} Measurement Number: Measurement number as documented 
by the supplier

} Measurement Type: One of five possible values: equal to (EQ), 
less than (LT), less than and equal to (LTE), greater than (GT), 
or greater than and equal to (GTE); used in conjunction with 
the Measurement Value field

} Measurement Value: Measurement value of test. Will be one of 
three possible values: PASS, FAIL, or a numeric value

} Measurement Text: Measured value with symbols as it 
appears on the CoA or data result

} Specification Number: Specification number related to the 
material (if available)

} Specification: Specifications with symbols as they appear on 

Figure 4 XML file layout
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the CoA, since the “<” symbol may be used in this field

} Sample Location: If more than one measurement of the same 
type occurs, this field can be used to specify where in the 
process the measurement occurred.

Supplier data types, data-exchange standards, and current 
transfer technologies can be incorporated into a supplier quality 
agreement (SQA) to facilitate RMIS implementation. 

A typical SQA would read: 

End user shall provide the list of RM-related data (towards 
studying identification, monitoring, understanding, and control of 
RM variability) for applying eData transfer file-format standards 
and reserves the right to revise the list as needed. Suppliers shall 
provide the verified data related to raw materials electronically, in 
accordance with end user’s data file-format standards.

Once the basic infrastructure of the database has been created, 
and an agreement has been reached between the pharmaceutical 
company and suppliers, RMIS can be implemented and populated 
with supplier data at an agreed-upon update frequency.

Significance

Successful implementation of eData exchange allows a 
pharmaceutical company to share large data sets with suppliers, 
not limited to data about quality, and integrate those data into 
its internal information systems and knowledge-management 
tools. These activities allow better monitoring of RM variability 
throughout the supply chain, which is a foundation of PAT, providing 
improved understanding, control, and ultimately mutual economic 
benefits to both suppliers and pharmaceutical companies. For 
example, features such as fast data transfer and prevention of 
data recapture reduce cycle time and human interaction (and 
thus transcription errors), enabling a more streamlined business 
process. Through online access to supplier data offering custom 
sets of RM information, engineers and scientists can increase their 
efficiency on several levels while also expanding their potential to 
understand and reduce RM-related variability.

RM suppliers who understand sources of variability within their 
own production processes can thereby produce higher-quality 
products with science-based specifications, which may allow 
them to sell their products at a premium to customers. The in-
tent of RMIS is not to increase quality burden or requirements on 
RM suppliers but rather increase knowledge about RMs among 
both suppliers and their clients. Having good process control and 
an improved understanding of how changes to processing affect 
suppliers’ downstream partners will also increase RM suppliers’ 
reputations, potentially decreasing the number of audit requests 
from their existing customers, and eventually attracting new 
clients. In addition, the ability to transfer large packages of infor-
mation in close to real time can provide suppliers with a significant 
competitive advantage.

For a pharmaceutical company,eData exchange with suppliers is not 
only a change to data format but a paradigm shift from traditional in-
house quality systems with a pure transactional-purchase approach 

to an integrated upstream-supplier extended-quality system and 
integrated partnership. Incorporation of information into the end 
user’s system allows for proactive data analysis before RMs are used 
in production. Figure 5 demonstrates how the system works. In the 
existing process, the CoA/CoC and invoice are typically sent when 
the materials are shipped. An average total time from receipt to use 
for a particular cell-culture media component could be more than 10 
weeks. With eData transfer, RM quality data can be made automati-
cally available to the end user’s RM database even before the ma-
terials arrive. Online access to supplier data allows the end user 
to take advantage of the 10 weeks of shipping time to analyze the 
data for trends. RM variability may be monitored by comparing in-
coming batches with historical RM batches considered represen-
tative of the desired performance and inherent material variability. 
Any weak signals indicating RM inadequacy or atypical trends can 
be identified prior to new batches being used in production. 

In addition, supplier data can be integrated with data generated 
from the end user’s other information systems, such as produc-
tion data, lab data, and purchase, distribution, and usage (ERP) 
systems.10 Data-driven investigation, such as multivariate analysis 
(MVA) based on integrated data, generates insights into RM at-
tributes and their impact on process performance and product 
quality, which expands knowledge about processes and helps to 
prevent undesired impacts on process performance and product 
quality. In the event of unexpected deviations, the data-driven ap-
proach allows for rapid troubleshooting. The impact of RM lot-
to-lot variability on process parameters and quality attributes is 
rarely fully documented and accounted for during processing and 
product development, due to the limited number of RM batches 
typically used at the development stage. Once at a commercial 
scale, production inevitably encounters the effects of unforeseen 
RM variations. Another challenge is that RM properties are com-
plex and interrelated, and traditional statistical methods are less 
suitable than MVA, which can effectively decipher these types of 
relationships.11−12 Therefore, data-driven approaches with MVA of 
integrated commercial manufacturing data will provide insights 
into the understanding and control of RM. Customized RM infor-
mation would complement process data and enable PAT-based 
manufacturing, therefore enhancing continued process verifica-
tion as elaborated upon in a previous article written by our group.10

Online access to RM data and integrated information provi-
des opportunities to employ powerful data-analytical tools and 
technologies to analyze and study RM variability. As shown in  
Figure 6, data from suppliers can be fed into existing information 
and data-management systems for statistical process control 
(SPC) charting and real-time multivariate statistical process mo-
nitoring (RT-MSPM). Such ease of analysis builds towards a fu-
ture of MSPM-guided feedback loops between pharmaceutical 
companies and suppliers effectively managing the transmission 
of variation in RMs. Additionally, widespread RM data presents a 
prospective array of benefits in areas of inventory management, 
transportation, and distribution. Other state-of-the-art tools, such 
as visualization systems, can be employed to improve end-user 
interaction. For example, analytical results can be made avai-
lable on large touch-screen displays and through handheld ta-
blets accessible on the manufacturing floor.10 To that end, ho-
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listic monitoring encourages a 
connection among manufac-
turers’ cross-functional teams, 
including those responsible 
for operations, quality control, 
quality assurance, manufactu-
ring science, and purchasing. 
Making relevant information 
highly accessible allows for 
better and more efficient de-
cision making and easier dis-
semination of lessons learned 
regarding product quality and 
product-life-cycle manage-
ment.

An integrated electronic sys-
tem also reduces the handling 
costs associated with sorting, 
distributing, organizing, and 
searching through paper do-
cuments for RM data to be 
used in analysis. One challenge 
posed by the adoption of eDa-
ta exchange is the initial set-up 
cost of making arrangements 
with suppliers and establishing 
the basic information system 
infrastructure. However, a 
standard format for eData ex-
change being adopted broadly 
across the pharmaceutical in-
dustry would effectively lower 
the activation energy required 
to implement the methodo-
logy in relationships between 
suppliers and pharmaceutical 
companies.

Summary

An important element in 
advancing the understanding of 
RM variability is the ease of data 
exchange between suppliers 
and users. An electronic 
framework greatly facilitates 
this exchange of information 
while also enhancing the 
usability of data. This article 
documents a standard format 
for eData exchange between 
suppliers and end users. Initial 
eData will cover information 
available in CoAs or CoCs and 
can be extended to in-process 
information from suppliers 
and their incoming RMs, 
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Figure 6 Integrated view of data analytical tools and  
technologies utilized for mitigating RM variability

Figure 5 Proactive data analysis enabled by eData transfer process
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as appropriate. This information can complement information 
gathered using spectral inspection technology or key geometric 
or physical attributes. A wider and more accessible array of 
information about RMs can be used to examine the impact of 
variability on process performance and product quality, particularly 
by using multivariate analysis to improve understanding of 
processes. Long-term goals of this initiative include developing 
predictive models for adaptive process control, improving 
specification development, and controlling RM variation at the 
supplier. These interventions will take place in multiple stages and 
affect multiple knowledge elements by effectively employing big 
data capturing and analytics.  |
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